Effort to De-Governmentize NIST SP800-60


This is a breakdown of the effort required to de-governmentize NIST Special Publication 800-60.  That publication defines information security categories for Unites States Federal government agencies.  As part of the ISSAA Working Group, we intend to write a similar document for an audience consisting of private industry and other non-government enterprises.  This audience may include international enterprises and enterprises outside the Unites States.
SP 800-60 consists of two volumes, and they are addressed separately here.  The changes required can be divided into four categories as follows.
1. Simple text replacement of terms, such as: “federal government agency” to “enterprise.”

2. Simple text changes of references for NIST Special Publications and FIPS standards to refer to the new IEEE documents we are writing.

3. Remove, change, or leave references to government regulations, depending on whether they apply only to government agencies or are wider in scope.  This will require research into those regulations.
4. Remove or otherwise change statements regarding the purpose of government.  Some might be replaced by statements on the mission of the enterprise, and some might be removed.

Since SP800-60 references and incorporates much of FIPS 199, the content of the latter should be fully incorporated.  The total effort for SP800-60 volume 1 is about 16 hours.  The required research may extend this over two weeks to one month.
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