3.1. Definitions

For the purposes of this standard, the following terms apply:

3.1.1. accreditation  (N) An administrative action by which a designated authority declares that an information system is approved to operate in a particular security configuration with a prescribed set of safeguards.  [FP102, SP37]. [Internet Security Glossary, Version 2.  http://www.ietf.org/1id-abstracts.html]  In the context of this document: formal declaration by a designated approving authority that a system is approved to operate in a particular security mode using a prescribed set of safeguards. [SSE-CMM  V3.0, http://www.sse-cmm.org/docs/ssecmmv3final.pdf]
3.1.2. assessment Verification of a product, system, or service against a standard using the corresponding assessment method to establish compliance and determine the assurance. [ISO/IEC WD 15443-1] [SSE-CMM  V3.0, http://www.sse-cmm.org/docs/ssecmmv3final.pdf]  An objective evaluation of performed processes or products and services against their applicable process descriptions, standards, procedures, and requirements. [NASA-STD-8739.8] 
3.1.3. authorizing official Blah blah blah.
3.1.4. certification A written guarantee that a system or component complies with its specified requirements and is acceptable for operational use. [IEEE 610] A procedure by which written assurance based on a comprehensive evaluation is given that a system conforms to the specified security requirements. [SSE-CMM  V3.0, http://www.sse-cmm.org/docs/ssecmmv3final.pdf] Comprehensive evaluation of the technical and non-technical security features of an IT system and other safeguards, made in support of the accreditation process, to establish the extent that a particular design and implementation meets a set of specified security requirements. [DITSCAP 5200.20 1997/12/30]
3.1.5. certification agent/authority The official responsible for performing the comprehensive evaluation of the technical and non-technical security features of an IT system and other safeguards, made in support of the accreditation process, to establish the extent that a particular design and implementation meet a set of specified security requirements. [DITSCAP 5200.20 1997/12/30]
3.1.6. enterprise n 2: an organization created for business ventures; "a growing enterprise must have a bold leader" [WordNet ® 2.0, © 2003 Princeton University]  n 3 a: a unit of economic organization or activity [Webster’s 9th Collegiate Dictionary]
3.1.7. impact, high The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets, or individuals. AMPLIFICATION: A severe or catastrophic adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a severe degradation in or loss of mission capability to an extent and duration that the organization is not able to perform one or more of its primary functions; (ii) result in major damage to organizational assets; (iii) result in major financial loss; or (iv) result in severe or catastrophic harm to individuals involving loss of life or serious life threatening injuries. [FIPS 199]
3.1.8. impact, low The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets, or individuals.  (Adverse effects on individuals may include, but are not limited to, loss of the privacy to which individuals are entitled under law.) AMPLIFICATION: A limited adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is noticeably reduced; (ii) result in minor damage to organizational assets; (iii) result in minor financial loss; or (iv) result in minor harm to individuals. [FIPS 199]
3.1.9. impact, medium The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets, or individuals. AMPLIFICATION: A serious adverse effect means that, for example, the loss of confidentiality, integrity, or availability might: (i) cause a significant degradation in mission capability to an extent and duration that the organization is able to perform its primary functions, but the effectiveness of the functions is significantly reduced; (ii) result in significant damage to organizational assets; (iii) result in significant financial loss; or (iv) result in significant harm to individuals that does not involve loss of life or serious life threatening injuries. [FIPS 199]
The above three definitions are inadequate because they merely transfer the burden of understanding high, medium and low to understanding severe, serious and limited  The three definitions are otherwise identical. 

3.1.10. information The meaning that humans assign to data by means of known conventions that are applied to the data. [IEEE 610]
3.1.11. information assurance Measures that protect and defend information and information systems by ensuring their availability integrity, authentication, confidentiality, and non-repudiation. These measures include providing for restoration of information systems by incorporating protection, detection, and reaction capabilities.  ["National Information Assurance (IA) Glossary", CNSS Instruction No. 4009, revised May 2003.]
3.1.12. information system Blah A mechanism used for acquiring, filing, storing, and retriving an organized body of knowledge. [IEEE 610]  A discrete set of information resources organized for the collection, processing, maintenance, use, sharing, dissemination, or disposition of information. [44 U.S.C., SEC. 3502]
3.1.13. mechanism b: a process or technique for achieving a result. [Webster’s 9th Collegiate Dictionary]
3.1.14. non-zero residual risk (NZRR) Blah blah blah.
3.1.15. secure Blah blah blah.
3.1.16. security assurance  Grounds for confidence that an entity meets its security objectives. [Common Criteria, CCIMB-99-031] In the context of this document: Grounds for confidence that a deliverable meets its security objectives. [ISO/IEC 15408–1] [SSE-CMM V3.0, http://www.sse-cmm.org/docs/ssecmmv3final.pdf]  Measure of confidence that the security features, practices, procedures and architecture of an IT system accurately mediates and enforces the security policy. [DITSCAP 5200.20 1997/12/30]
3.1.17. security life cycle the period of time that begins when a software product is conceived and ends when the software is no longer available for use.  The software life cycle typically includes a concept phase, requirements phase, design phase, implementation phase, test phase, installation and checkout phase, operation and maintenance phase, and, sometimes, retirement phase. [IEEE STD 610] the evolution with time of a system-of-interest from conception through to retirement. [ISO/IEC 15288] the entire spectrum of activity for a given system, commencing with the identification of need and extending through system design and development, production and/or construction, operational use and sustaining maintenance and support, and system retirement and material disposal. [Blanchard, B.S. 1998. Systems Engineering Management. New York: John Wiley and Sons, Inc. section 1.2.3 p.10]
3.1.18. system security accreditation Blah blah blah.
3.1.19. system under review and evaluation (SURE) Blah blah blah.
3.1.20. trust 1 a: to commit or place in one’s care or keeping; b: to permit to stay or go or to do something without fear or misgiving; 2 a: to rely on the truthfulness or accuracy of; b: to place confidence in; c: to hope or expect confidently. [Webster’s 9th Collegiate Dictionary]
3.1.21. trust class a set of principles that provide an integrated approach to safeguarding software and countering software vulnerabilities. Adherence of a particular software development approach to a trust class is determined by establishing compliance of that approach with each of the trusted principles in the trust class. [Trusted CMM v2.1 1997/03/15]
3.1.22. trust mechanism a process and a set of principles that provide an integrated approach to safeguarding a system and countering system vulnerabilities. Adherence of a particular development approach to a trust mechanism is determined by establishing compliance of that approach with each of the trusted principles in the trust mechanism. [combining trust class and mechanism, without software] 
3.1.23. trusted that which has achieved trust; the object of trust.
3.1.24. trustworthy worthy of confidence, dependable. [Webster’s 9th Collegiate Dictionary] 
